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Purpose:

This UAS Operations Manual (“Manual’’) describes the Westchester County Department of Emergency
Service’s small Unmanned Aircraft Systems operations in the National Airspace System (“NAS”) and related
safety considerations. Throughout this manual, The Westchester County Department of Emergency Services
is referred to as WCDES and small Unmanned Aircraft Systems shall be referred to as UAS. These
procedures are intended to promote safe and efficient operation of UAS. This manual has been prepared for
the use and guidance of flight, ground operations and management personnel as a requirement of WCDES
FAA Section 333 Grant of Exemption, its FAA Certificate of Authorization (“COA”), Certificate of Waiver
(“Waiver”), or other FAA authorization. It has been designed for the use of working with and around UAS
and vendors providing UAS support services to the WCDES. This manual is intended to be a convenient
source of department policy and includes instructions and information necessary to allow personnel to
perform their duties safely. Although the arrangement of this manual is intended to increase UAS in-flight
capabilities, it should not be used as an occasional operating reference. WCDES employees and vendors
providing UAS-related support services should study the entire manual to familiarize themselves with the
limitations, procedures and operational handling characteristics of the UAS before participating in any flight
operations under this manual. This manual does not address every possible contingency that may arise or
every rule of safety and good practice. Specific rules, procedures and guidelines contained herein are
considered to be minimum requirements. All WCDES personnel shall comply with all applicable Federal
Aviation Regulations (“FARs”), state and local laws and the rules set forth in this manual. While great care
has been taken to ensure that this manual does not conflict with the conditions and limitations prescribed in
FAA Part 107, grant of exemption, waiver, or other FAA authorization, in the event of a discrepancy, the
conditions and limitations contained in the grant of exemption, and/or waiver, shall take precedence and must
be followed. This manual, including any revised documents, shall be made available to the administrator
upon request.

1. Definitions:

1.1

1.2.

Unmanned aerial system (UAS) — An unmanned aircraft of any type that is capable of sustaining directed flight,
whether preprogrammed or remotely controlled (commonly referred to as an unmanned aerial vehicle (UAV)),
and all of the supporting or attached systems designed for gathering information through imaging, recording, or
any other means.

Program Coordinator: The Commissioner will appoint a Program Coordinator who will be responsible for the
management of the UAS Program. The Program Coordinator will ensure that policies and procedures conform to
current laws, regulations, and best practices and will have the following additional responsibilities:

1.2.1. Coordinating the FAA Certificate of Waiver or Authorization (COA) application process and ensuring that
the COA is current, and/or coordinating compliance with FAA Part 107 Remote Pilot Certificate, as
appropriate for department operations.

1.2.2.Ensuring that all authorized operators and required observers have completed all required FAA and
department-approved training in the operation, applicable laws, policies, and procedures regarding use of
the UAS.

1.2.3.Developing uniform protocols for submission and evaluation of requests to deploy a UAS, including urgent
requests made during ongoing or emerging incidents. Deployment of UAS shall require written
authorization of the Commissioner or the authorized designee, depending on the type of mission.

1.2.4. Coordinating the completion of the FAA Emergency Operation Request Form in emergency situations, as
applicable (e.g. natural disasters, search and rescue, emergency situations to safeguard human life).
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1.2.5. Developing protocols for conducting criminal investigations involving a UAS, including documentation of
time spent monitoring a subject.

1.2.6. Implementing a system for public notification of UAS deployment.

1.2.7.Developing operational protocols governing the deployment and operation of a UAS including but not
limited to safety oversight, use of visual observers, establishment of lost link procedures, and secure
communication with air traffic control facilities.

1.2.8. Developing a protocol for fully documenting all missions.

1.2.9. Developing a UAS inspection, maintenance, and record-keeping protocol to ensure continuing
airworthiness of a UAS, up to and including its overhaul or life limits.

1.2.10. Developing protocols to ensure that all data intended to be used as evidence are accessed, maintained,
stored, and retrieved in a manner that ensures its integrity as evidence, including strict adherence to chain of
custody requirements. Electronic trails, including encryption, authenticity certificates, and date and time
stamping shall be used as appropriate to preserve individual rights and to ensure the authenticity and
maintenance of a secure evidentiary chain of custody.

Developing protocols to ensure that all data intended to be used as evidence are accessed, maintained, stored, and

retrieved in @ manner that ensures its integrity as evidence, including strict adherence to chain of custody

requirements. Electronic trails, including encryption, authenticity certificates, and date and time stamping, shall
be used as appropriate to preserve individual rights and to ensure the authenticity and maintenance of a secure
evidentiary chain of custody.

Developing protocols that ensure retention and purge periods are maintained in accordance with established

records retention schedules.

Facilitating law enforcement access to images and data captured by the UAS.

Recommending program enhancements, especially regarding safety and information security.

Ensuring that established protocols are followed by monitoring and providing periodic reports on the program to

the Commissioner.

Maintaining familiarity with FAA regulatory standards, state laws and regulations, and local ordinances regarding

the operations of a UAS.

Developing procedures for the use of facial recognition software to evaluate information gathered by a UAS, as

permitted by 725 ILCS 167/17.

Ensuring that the department's current UAS policy is posted on the department's website (725 ILCS 167/35).

1. Manual Amendments and Revision Control
1.1. The Commissioner or their designee and UAS Program Coordinator shall control this manual and its

amendment procedure. The UAS Program Coordinator will prepare and track revisions for this manual.
Each revision will contain a revision number and date and indicate the page number(s) being revised.
Revisions will be consecutively numbered. All revisions will be in the form of complete page changes or
additions. The Commissioner or their designee shall be responsible for revising and disseminating changes
to this manual. Once a new version is issued, no prior versions may be used, and any such copies must either
be updated to the current version or destroyed. It is the responsibility of all holders of this manual to ensure
its currency prior to conducting UAS operations.

UAS team members shall present updated and revised documents to the UAS Program Coordinator if it petitions for
an extension or amendment to its grant of exemption when the extension or amendment alters the material basis upon
which the grant was made.

If any questions arise regarding updates or revisions to this manual, WCDES UAS Remote Pilots in Command will
contact the FAA’s UAS Integration Office (AFS-80) at the following number: (202) 267-8306.



2. Reference Documents

A non-exclusive list of documents that may be used for reference by the WCDES UAS personnel is set out in
Appendix F.

3. Unmanned Aircraft Systems

When flying in the NAS, WCDES flight personnel will only operate small UAS weighing 55 pounds or
less, in accordance with 14 C.F.R. Part 107. If operations are being conducted under authority of a
Certificate of Waiver, or under similar FAA grant of authority, then operations shall be limited to the
make and model of the vehicles authorized for use under that Waiver or similar authority.

3.1. UAS Airworthiness Requirement and Pre-Flight Inspection

Prior to each flight, the Remote Pilot-in-Command (“RPIC) shall inspect the UAS in accordance with
the Manufacturer’s Manual. The pre-flight inspection shall be performed prior to every flight. Over
time, vibration may cause hardware to loosen or become worn. If the inspection reveals a condition
that may affect the safe operation of the UAS, the aircraft is prohibited from operation until the
necessary maintenance has been performed and the UAS is found to be in a safe condition.

If there is any doubt that the UAS is safe to fly, the vehicle shall not be flown.

3.2. UAS Registration and Markings

All UAS operated by the Westchester County Department of Emergency Services must be identified
by serial number, registered in accordance with 14 C.F.R part 47, and have identification (N-number)
markings in accordance with C.F.R part 45, Subpart C. Markings must be as large as practicable.

3.3 UAS Control Frequency

Before conducting operations, the radio frequency spectrum used for operation and control of the
UAS must comply with Federal Communication Commission (‘FCC”) or other appropriate
government oversight agency requirements.

3.4 Manufacturer Manuals

To the extent required by the FARs or other FAA authorization, all UAS shall be operated in
accordance with the requirements of the applicable Manufacturer’s Manual. The term
“Manufacturer’s Manual” shall include all relevant manufacturer publications for the UAS vehicle,
including, but not limited to:

e Flight Manuals;
e Operations Manuals;



Pilot Operating Handbooks;
Component Maintenance Manuals;
Service/Safety Bulletins;

Service Information Letters.

For additional information regarding Manufacturer’s Manuals, see Reference Materials in Appendix F.
4. Flight Team Members (WCDES UAS)

The Commissioner or their designee shall insure that all Flight Team members are fully qualified to perform their
duties safely and effectively. The UAS Program Admin will evaluate the qualifications of individual Flight Team
members based on their experience with the UAS being operated, which will be verified through written, oral,
and/or practical examination. The UAS Program Admin will maintain training records for all Flight Team
members.

The UAS Program Admin may rely upon prior training and experience for purposes of qualifying Flight Team
members, to the extent that prior training and experience meets the minimum requirements of this manual,
including being logged in a manner consistent with 14 C.F.R.8§ 61.51(b). The UAS Program Admin will retain
documentation of prior training and experience used to qualify Flight Team members in accordance with the
record-keeping requirements in Section 13 of this manual.

WCDES UAS Unit members and employees shall notify their supervisor or other responsible leadership if they
observe any work practices (by pilots, other employees or contractors) that are considered unsafe or in violation
of safety rules and regulations.

Flight Team Members:

4.1. Remote Pilot in Command (RPIC):

The Remote Pilot of the UAS shall be the RPIC who has all the responsibility and authority of the PIC as described by
14 C.F.R. 91.3, Responsibility and Authority of the Pilot in Command.

4.1.1.Pilot Duties and Responsibilities:

4.1.1.1.  The Remote PIC has ultimate responsibility for the safe operation of the UAS. As a result, the
Remote PIC has the final decision on whether to initiate or terminate any flight.

4.1.1.2.  Pilots will evaluate all proposed UAS operations. On occasion, pilots may be asked to perform a
mission that, in their judgment, is not safe. It is the pilot’s responsibility to recognize and refuse all such
missions. The pilot’s word is final as to whether the flight is feasible and can be conducted in a safe and
efficient manner.

4.1.1.3. Before departure, the pilot must understand the mission request and have all applicable maps, charts
and manuals at the ground control station. Additionally, the pilot is required to be aware of weather
forecasts, winds, hazards, temporary flight restrictions, and all pertinent information necessary to
perform the mission.

4.1.2.Remote Pilot Qualifications:
The Remote PIC must have a remote pilot certificate with a small UAS rating issued pursuant to subpart C of

14 C.F.R. Part 107, or any other certificate or license required by the FARs for the operation being conducted.
The RPIC will be responsible for the oversight of the whole UAS flight mission. Including preflight checks.



Prior to conducting operations under this manual, the Remote PIC must demonstrate the ability to safely
operate the UAS in a manner consistent with how the UAS will be operated for the intended operation.

The Remote PIC shall maintain an understanding of the normal, abnormal and emergency procedures of the
UAS.

The Remote PIC shall maintain an appropriate level of understanding of the FARs applicable to the airspace
where UAS operations will occur.

No one may act as Remote PIC unless they have read and familiarized themselves with the contents of this
manual, as well as the Manufacturer’s Manual, for the UAS to be flown.

4.1.3.Remote Pilot Currency Requirements:

It is the responsibility of the Remote PIC to ensure that he/she has current experience with the UAS

used in any flight operation. The Remote PIC shall ensure that their FAA License is in good standing at all
times.

4.2. Visual Observer
4.2.1.Visual Observer Duties and Responsibilities:

To the extent required by applicable FARs or other FAA authorizations, one or more Visual Observers will be
used when required by FAA Rule or Regulation or when it is determined that an Observer will provide a
benefit to the operation.

The Visual Observer has a crucial role to fulfill in any mission to assist the Remote PIC in maintaining
situational awareness and comply with his “see-and-avoid” duties. Observer(s) must maintain sufficient
proximity to the Remote PIC and to the flight operation to exercise “see-and-avoid” activities by scanning the
area around the UAS for potentially conflicting traffic or other hazards to the safety of the flight.

The Observer will maintain contact with the Remote PIC at all times and be able to advise the Remote PIC of
any hazards that arise during flight. Electronic messaging or texting is not permitted during normal flight
operations.

The Observer shall maintain visual contact with the aircraft and maintain diligent visual lookout for any
airborne or ground-based threats in accordance with 14 C.F.R. § 107.31, or other FAA requirements.

If a UAS tether is used, the Observer shall scan the area around the tether for hazards that could entangle the
tether or otherwise cause hazards to the safety of the flight.

4.2.2.Visual Observer Qualifications:

Observers shall have sufficient knowledge of the airspace in which the mission detailed in this manual will be
performed to permit them to adequately assess the risks posed by other aircraft for objects.

Observers shall maintain a thorough understanding of all normal, abnormal, and emergency operational
aspects of the UAS.



No one may act as a Visual Observer unless they have read and familiarized themselves with the contents of
this manual as well as the manufacturer’s manual for the UAS to be flown.

4.3. Sensor Operator

During UAS operations that might require more complex aerial work, and when the sensor (camera systems, gimbal)
requires the use of a Sensor Operator, the Remote PIC will be assisted by a Sensor Operator. The Sensor Operator
will be responsible for remotely controlling the movements of the camera systems on-board the UAS. In addition, in
case of emergency or incapacitation of the Remote PIC, the sensor operator will be trained and competent to take over
the controls of the UAS to safely land the vehicle.

The Sensor Operator does not have the authority to require the Remote PIC to maneuver the aircraft in any unsafe
manner or any manner that violates the FARs.

No one may act as a Sensor Operator unless they have read and familiarized themselves with contents of this manual,
as well as any additional manuals for the specific sensors to be operated.

4.4, Communications Technician

The Radio Communications Technician will be responsible for all radio communications from the RPIC/UAS Unit to
the command post or to the Commissioner or their designee.

4.5. Use of the UAS
4.6. Only authorized operators who have completed the required training shall be permitted to operate the UAS.

4.6.1.Use of vision enhancement technology (e.g., thermal and other imaging equipment not generally available to the public) is
permissible in viewing areas only where there is no protectable privacy interest or when in compliance with a search warrant
or court order. In all other instances, legal counsel should be consulted.

4.6.2.UAS operations should only be conducted consistent with FAA regulations. The Department may not use the UAS to gather
information except (725 ILCS 167/15):

4.6.2.1. Critical Infrastructure documentation for pre-planning needs of the Department
4.6.2.2. Requests from any Law Enforcement agency will require pre-approval of the Commissioner or Designee.
4.6.2.3. To locate a missing person, engage in search and rescue operations, or aid a person who cannot otherwise be
safely reached.
4.6.2.4. To obtain information necessary for the determination of whether a disaster or public health emergency should be
declared, to manage a disaster by monitoring weather or emergency conditions, to survey damage, or to coordinate
response and recovery efforts.
4.6.2.5. To conduct an inspection of the infrastructure of a designated building or structure when requested by a local
government agency.
4.6.2.6. To locate victims, assist with victims' immediate health or safety needs, or coordinate the response of emergency
vehicles and personnel, when dispatched to an emergency.
4.6.2.7. In advance of or during a routed event or special event, as defined in 725 ILCS 167/5, for those uses allowed
under 725 ILCS 167/15.
4.6.2.8. The notice for UAS use in these instances should be posted at a time, place, and manner as required by 725 ILCS
167/15.
4.6.3.PRIVATE UAS OWNERS This policy and its restrictions apply to the department's directed use of a UAS owned by a
private third party and information gathered by a UAS voluntarily submitted to the Department by a private third party (725
ILCS 167/40).
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4.6.4. PROHIBITED USE The UAS video surveillance equipment shall not be used:

4.6.4.1.
4.6.4.2.

To conduct random surveillance activities.
To target a person based solely on actual or perceived characteristics such as race, ethnicity, national origin,

religion, sex, sexual orientation, gender identity or expression, economic status, age, cultural group, or disability.

4.6.4.3.
4.6.4.4.

To harass, intimidate, or discriminate against any individual or group.
To conduct personal business of any type. The UAS shall not be weaponized (725 ILCS 167/18).

4.6.5.The RPIC and Drone Unit Team shall examine the feasibility of any flight mission and consider all pre-flight planning steps
necessary to safely execute the assignment. If appropriate, the RPIC/ The Commissioner or their designee shall consult with
the county law department for missions that have a law enforcement component.

4.7. Assessment of Proposed Mission Location

A pre-flight survey (Flight Risk Matrix) form located in Appendix D and will be located in the UAS forms binder.
This provides a list of issues to consider that may impact the flight operation and mission including:

Types of airspace, restricted flight areas

Hazards associated with industrial sites or such activities as live firing, gas venting, high-intensity radio
transmissions, etc.

Local laws or ordinances

Obstructions

Public access areas

Appropriate permission from landowner(s) for take-off and landing, where required
Likely operation site and alternative sites

Forecasted weather conditions in the area of the proposed operations.

Before conducting flight operations, the RPIC shall:

Check UAS mobile mapping apps for any Temporary Flight Restrictions prior to flight.
Check for the issuance of any NOTAMs prior to flight as required or as directed in the applicable COA.

Assess the location of the mission. This includes gathering information about the mission location,
including population density and geographical location (GPS coordinates).

Utilize authorized Mobile UAS mapping apps and FAA-published aeronautical sectional charts to determine
the location and proximity of any nearby airports, and heliports.

Notify Westchester County Police aviation of the current operation if necessary.

Coordinate and de-conflict between Military Training Routes (‘MTRs”).

Determine the existence of other possible hazards to flight. Ex: Overhead wires, towers, poles, chimneys,
trees, and vehicle traffic.

Determine the existence of any local ordinances, laws or regulations which may impact the proposed UAS
mission. If necessary, take reasonable steps to notify and / or obtain permission for the proposed operations
from the local authority.

Determine appropriate steps to be taken for the safety of any persons entering into the area of the proposed
flight operations.

Identify alternative emergency/abort landing sites.

Review weather conditions by consulting weather forecast.

File any NOTAMs with a local FAA Tower (Westchester County, LGA, JFK etc.)

Process a LANCC request if the operation is in controlled airspace



4.8. Site Permission

If required by the FAR or other FAA authorizations, the WCDES or its intermediary will obtain necessary permission
from private landowners for take-off and landing sites

4.9, Weather

Local weather must be checked prior to on-site deployment to ensure wind speeds/precipitation/temperature or other
environmental factors will not adversely affect the safety of the operation. This information should then be re-
checked during the onsite survey prior to take-off. Wind velocity and direction will be checked on-site prior to flight.
VFR Weather minimums will be obeyed at all times.

5. Sterile Area and Airspace Control

5.1. The UAS may not be operated less

than 500 feet below or less than 2,000 feet

horizontally from a cloud or when

visibility is less than 3 statute miles from

the RPIC

Unless otherwise authorized by the FAA, no UAS operations will occur in Class B, Class C, Class D airspace or
within the lateral boundaries of the surface area of Class E airspace designated for an airport without prior
authorization from Air Traffic Control.

The UAS must remain clear and yield the right-of-way to all manned aviation operations at all times (including but
not limited to, ultralight vehicles, parachute activities, parasailing activities, hang gliders, etc.). The UAS will land as
safely possible upon identification of any manned operation in the immediate vicinity of UAS operations.

The UAS shall not be operated in FAA prohibited or restricted areas unless permission from the using or controlling
agency, as appropriate, has been obtained.

If the operation is to take place in controlled airspace around airports during the daytime between 8am and 6pm a
LAANC (Low Altitude Authorization and Notification) Request via an authorized UAS App will be submitted to the
controlling airport by the RPIC for that operation.

Unless otherwise authorized by the FAA, the operation of any other UAS model shall be in accordance with FAR §
107.39- Operation over human beings.

6.2 See and Avoid/Visual Line-of Sight (“VLOS”)

All flight operations shall be conducted in accordance with the line of sight (“VLOS”) requirement of 14 CFR §
107.31. This requires that, with vision that is unaided by any device other than corrective lenses, the RPIC,
Observer (if one is used), and the person manipulating the flight control of the UAS (if different from the Remote
PIC) be capable of seeing the UAS throughout the entire flight in order to:

e Know the UAS’ Location;



e Determine the UAS’s attitude, altitude, and direction of flight;
e Observe the airspace for other air traffic hazards; and
e Determine that the UAS does not endanger the life or property of another

Throughout the entire flight of the UAS, VLOS capability must be exercised by either the RPIC, or the
person manipulating the flight controls of the UAS (if different than the RPIC), or Observer. All flights
must be conducted during the daylight hours in visual meteorological condition (“VMC”) and flights
under special visual flight rules (“SVFR”) are not authorized.

6.3 Take-Off and Landing Zones

All operations require WCDES Flight Team members designate a take-off zone, landing zone, and lost
link/emergency termination zones; however, the RPIC retains the right to change or modify that selection if
potentially unsafe conditions exist. These zones maybe the same location or different locations, depending on the
needs of the mission. Where deemed necessary and appropriate by WCDES Flight Team Members will take
necessary actions to advise all non-essential personnel and nonparticipating persons to remain at least 10 feet
laterally away from the landing zone while the UA is taking off or landing.

6.4 Site Selection
The landing zone shall provide sufficient space to safely land and launch the aircraft in accordance with
procedures in the Manufactures Manual. The landing zone shall be as safe and secure as possible. To the extent

possible, the zones should be free of any obstacles or hazards to the safe conduct of the flight, including but not
limited to:

e Trees or tall brush;
e Fences;
o Large rocks;

e Towers;
e Poles;

e Overhead wires;

o Dust and small pieces of debris

e  Fresh Snow (snow can be tamped down).

When possible, locate landing areas so that take-offs and landings may be made into the prevailing winds.

6. Normal Flight Operations
A normal flight operation is any flight that is not conducted for training or maintenance purposes. All flight operations shall
be conducted in accordance with the requirements of an applicable COA, Waiver, FAA Part 107 or any other FAA
authorization. Normal Flight Operations are limited to speeds at or below 87 knots (100mph). The RPIC is prohibited from
beginning a flight (considering wind and forecast weather conditions) unless there is enough available power to the UAS to
operate for the intended operational time. The RPIC has the final say if flight operations are possible when considering flight

risks. The UAS may not be operated above 400 ft above ground level (“AGL”) unless it is flown within a 400- foot radius of
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a structure, and does not fly higher than 400- feet above the structure’s immediate uppermost limit.

6.1. Drone Unit Response Team Member Positioning
The following factors should be considered when positioning Team Members:

Visual coverage of the operating site;

Position in relation to the sun to avoid visual impairment;

Physical obstacles such as overhanging trees, rocks, buildings, power lines, etc.;
Terrain topography, avoid steep slopes or uneven ground,;

Effects such as wind shear from nearby trees, buildings etc.;

Proximity to buildings and structures

6.2. Flight Team Briefing

If the Remote PIC deems it appropriate, he/she may initiate a flight team briefing. Suitable topics for discussion at the
briefing include:

e Abnormal/Emergency procedures and how they will be applied to the specific mission;

The roles and responsibilities of the RPIC, Observer, Sensor Operator, Radio Communications
Technician for the specific mission;

The communication plan;

The contingency plan

Weather reports;

Proximity to potential air traffic;

Abort parameters in accordance with the Manufacture’s Manual;
Threats to the current mission

Use of radio communications between team members to Command.
Emergency operations procedures

Alternate landing locations due to an emergency
6.3. Documentation

All maintenance and alterations must be properly documented as required by the FAA. All necessary documentation
must be kept with or accessible by the RPIC during normal flight operations, including:

Applicable Manufacturer’s Manuals;

This SOG

WCDES UAS Deployment Procedures
UAS Registration

Any FAA approved departmental waivers
Copy of COA (Certificate of Authorization)
Remote Pilot Part 107 Certificate

Mission Logs

WCDES UAS Binder
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7.4. Take-Off/Flight

All flight operations will be conducted in accordance with the Manufacturer’s Manual and all FAA Part 107 Rules
and Regulations. All Flight Team members shall remain at their station during take-off, landing, recovery, and any
other critical phases of flight, except when performing those duties required for the safe operation of the aircraft. The
UAS may not be operated by the RPIC from any moving device or vehicle unless the UAS is being operated over a
sparsely populated area.

7.5 Recovery

All UAS landing and recovery will be accomplished in accordance with the Manufacturer’s Manual and WCDES
Emergency procedures. The UAS landing and recovery will take place at the designated landing zone.

7.6 Shutdown / Post-Flight

UAS shutdown and post-flight actions will be taken in accordance with the Manufacturer’s Manual. A WCDES
Flight Team member shall complete a post-flight summary form (mission log), which shall include:

o Date of Operation
e Flight Location (GPS Coordinates)

o Department who requested the WCDES UAS unit (a point of contact for that dept. whom info
from the mission can be delivered to)

Mission/Project Name

Remote Pilot in Command Name and Pilot’s license number

Observer Name

Sensor Operator Name

Radio Communications Technician Name

Launch and Recovery Times

Duration of Operation

Any NOTAMS filed/LAANC Requests that were processed

Any SGI or waivers

Any issues encountered during the operation should be addressed before subsequent operations. The RPIC or an

WCDES Team Member shall be responsible for documenting and reporting accidents or incidents in accordance
with FAR 107.9 other FAA requirements.

7. Abnormal and Emergency Flight Operations

The recommended procedures for addressing various types of emergencies and critical situations are provided by this section
and in the manufacturer’s manual. These procedures are suggested as the best practice for coping with the particular
conditions described but are not a substitute for sound judgement and common sense. RPICs and all WCDES
Flight Personnel engaged in UAS operations under this manual should familiarize themselves with procedures
given in this section and the Manufacturer’s Manual and be prepared to take appropriate action should an
emergency arise.

7.1. Emergency Procedures

The RPIC will abort the UAS flight in the event of unpredicted obstacles or emergencies. Response to
emergency situations shall be conducted in accordance with this manual and the Manufacturer’s Manual.
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In an emergency situation involving the safety of persons or property, which requires immediate decisions
and actions, the RPIC or any other appropriate WCDES Flight Team Member may take action that is
considered necessary under the circumstances to ensure safety.

If, for any reason, the UAS needs to conduct an emergency landing, WCDES Flight Team members will take actions
to immediately warn people on the ground below where the UAS is operating and alert the RPIC of any potential
hazards so that the RPIC can take appropriate action to ensure safe operations of the flight.

WCDES Flight Team members must also immediately warn people on the ground below where the UAS is operating
of any potential hazards associated with the UAS flight operation. Flight Team members may deviate from
prescribed operations procedures and methods, weather minimums, FARs, this manual, etc. to the extent necessary,
in the interest of safety. The RPIC shall keep the appropriate ATC facilities fully informed when and in-flight UAS
emergency could potentially impact operations of aircraft in navigable air space.

7.2. Systems Failures

Response to abnormal systems incidents related to the UAS shall be conducted in accordance with the predetermined,
site-specific contingency plans and abort procedures for emergency flight termination, as well as any additional
guidance provided by the Manufacturer’s Manual. Systems failures shall be documented in the Aircraft Flight Log in
Appendix E or in an equivalent electronic format.

7.3. Lost-Link Procedures

If the aircraft loses communications or loses its GPS signal, the aircraft is equipped with failsafe hardware that allows
the aircraft to “Return to Home” (RTH) and land from its original launch location. Lost-link response procedures will
be in accordance with the predetermined, site-specific contingency plan and abort procedures for emergency flight
termination, as well as any additional guidance provided by the Manufacturer’s Manual. Lost-links shall be recorded
in the Aircraft Flight Log in Appendix E or in and equivalent electronic format.

8. Training Flights

Before performing any UAS operations described in this manual, Remote Pilots, Observers, Sensor Operators, and all
WCDES Drone Unit Response Team members must complete required training to FAA Part 107 Standards. Training
can include but is not limited to online courses, in-house classes, training articles, hands on flights, training of different
UAS platforms, NYS Classes, FAA Classes/ Webinars, training missions, and RPIC operator competency courses to
NIST Course to NFPA 2400 Standards. Training flights are intended to afford employees the ability to safely work
around a UAS and identify and mitigate risks and potential hazards that could be encountered during UAS flight
operations.

Training flights are performed for the sole purpose of either gaining experience flying UAS in general or in meeting
current requirements for specific UAS used by the WCDES Drone Response Unit for operations under this manual.

All training flights shall occur during designated training sessions on property that is either owned or controlled by the
County of Westchester or on third-party property with the consent of the owner/controller. All training flights are subject
to the sterile area and airspace control requirements in Section 7 of this manual. A pilot trainee may operate a UAS under
this Section for training purposes, even if he or she does not meet the training requirements for acting as a RPIC during
UAS operations performed under this manual. The pilot trainee shall be under direct supervision at all times by a RPIC
who has the ability to immediately take over control of the SUAS while training flights are occurring.
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9. Accident Reporting

9.1. FAA Reporting

WCDES flight team members will report accidents to the FAA in accordance with FAR 107.9 or as otherwise
required by the FAA.

10.2. NTSB Reporting

WCDES flight team members will report unmanned aircraft accidents, as the terms defined in 49 C.F.R. Part 830.2
(e.g., an accident in which any person suffers death or serious injury 1), to the NTSB’s 24-hour Response Operations
Center at (844)-373-9922 and shall provide the following information:

Type, nationality, and registration marks of the UAS

Name of owner and operator of the UAS

Name of the RPIC

Date and time of the accident

Last point of departure and point of intended landing of the UAS

Position of the UAS with reference to some easily-defined geographical point

Number of any persons injured, if any

Nature of the accident, the weather and the extent of damage to the UAS so far as is known

A description of any explosives, radioactive materials, or other dangerous articles carried, if any

10. Maintenance Procedures

Maintenance, whether scheduled or unscheduled, on components used in the operation of the UAS, shall be performed in
accordance with the appropriate manufacturer’s recommendations in the Manufacturer’s Manual and the provisions of this

Section.

All maintenance performed on an aircraft shall be documented and recorded in the Aircraft Flight Log, including any
malfunctions encountered, parts removed, parts replaced and whether the aircraft is airworthy after any maintenance
procedure. The UAS maintenance Log entry shall contain:

Date the work was performed

Make, model, and serial or N-number of the aircraft
Maintenance technicians name

Aircraft total time

Details of work performed

Details of any modifications to the aircraft

Details and total time of any replacement components

Details of any malfunctions encountered

Status of the aircraft once maintenance procedures are completed
Any other matter affecting the aircraft’s readiness for flight.

1 Seriousinjury meansanyinjurywhich:(1)Requireshospitalizationformorethan48hours,commencing within 7 days from the date of the injury was
received; (2; results inafracture of any bone (except simple fractures of fingers, toes, ornose); (3) causes severe hemorrhages, nerve, muscle, ortendon damage;

(4) involves any internal organ; or (5) involves second- or third-degree burns, or any burns affecting more than Spercent of the body surface. 49 C.F.R §

830.2.
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Maintenance Technicians

The name of the Maintenance Technician performing the work shall be listed on all maintenance documents
maintained by the WCDES Drone Response Unit.

10.1. Functional Test Flights

Any maintenance action or altercation performed that affects the aircraft’s operation or flight characteristics, e.g.,
replacement of a flight-critical component, must undergo a functional test flight in accordance with this manual. Test
flights will comply with all provisions of this manual. The RPIC who conducts the functional flight test must make
an entry in the Aircraft Flight Log. Depending on the work performed, flight-critical components may include:

Airframe/Structural components

Flight controller or Autopilot/Stability Systems
Radio Transmitters

Radio Transmitter Antennas

Power Distribution Boards

Power Wiring Harnesses

Servo Wiring or Flight Controller Wiring
Motors

Actuators or Servos

Controller Hardware, Software or Firmware

11. Recordkeeping

The WCDES flight team members will maintain documentation of all UAS activities conducted under the provisions of
this manual as required by the FAA. All documentation shall be made available for review upon request by the
Commissioner or their designee. All records required under this manual will be either accessible by WCDES Team
members electronically or maintained at the WCDES offices, which are currently located at the following address:

4 Dana Road
Valhalla, NY 10595

11.1. Aircraft Flight Log

The following items shall be documented in the Aircraft Flight Log:

Record of all flight operations
Lost-Link Incidents

System Failures

Test Flights

All flights records will be synced with the manufacture’s software if available.
11.2.Flight Team Member Records

WCDES flight team members will maintain individual qualification, training, and current records for all flight team
members. Aircraft Flight Logs may be used to satisfy flight team members’ record-keeping requirements.
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Inspection and Maintenance Records

The WCDES Flight Team will maintain records for all UAS inspections and maintenance activities Sample
Maintenance Log can be found in Appendix C.

11.3. Electronic Record Keeping

The forms provided in the appendix to this manual are intended as a general guide for the type of information that
should be kept. The actual paper forms do not need to be utilized and personnel can use any electronic recordkeeping
system that the WCDES Flight Team has designated as appropriate for the use in recording and storing this
information.

12. Public Privacy and Citizen Complaints
12.1.Policies and procedures to safeguard individual’s privacy and civil liberties

UAS operators and observers ensure the protection of private individuals’ Fourth
Amendment Rights, civil rights and reasonable expectations of privacy before deploying
the UAS. UAS operators and observers ensure and are held accountable for ensuring

that operations of the UAS intrude to a minimal extent upon private property,

persons and businesses. To accomplish this primary goal, WCDES observes the following:

o Agencies shall only collect information using UAS, or use UAS-collected information, to the extent that
such collection or use is consistent with and relevant to an authorized purpose. Authorized uses include,
but are not limited to fires, hazardous material incidents, search and rescue, fire department operations,
homeland security, and infrastructure security.

o WCDES UAS will record video and still pictures of features on the ground or structures that relates to
public or private property involved in an ongoing incident. Any data captured outside the focus of flight
operations is unintentional or only as necessary due to the proximity of the property.

¢ When the UAS is flown, the onboard cameras are to be turned so as to be facing away
from occupied structures, etc. as much as practicable to minimize inadvertent
video or still images of uninvolved persons or property.

¢ When asked by a member of the public to delete personal data about him or her that has been gathered,
after advising the Commissioner or their designee of such request, do so, if possible, and will not
interfere or hinder investigation of the incident.

¢ WCDES does not conduct random surveillance activities. The use of the UAS is tightly controlled
and regulated and not in any way intended to document the activity of private citizens.

o Hovering over private property shall be kept to a minimum or only as necessary
to accomplish the goal of an individual flight operation.

e Whenever possible, the UAS crew should divert sensors from occupied structures and uninvolved
persons to minimize inadvertent, unapproved data collection.

o Any UAS flight open to misinterpretation by the public should be avoided. The following are
examples of flights that would be considered controversial:

- Flights of routine nature for which commercial or other public transportation or ground based
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data gathering could be more economically substituted.

In summary, all UAS operators and assigned crew members should make every reasonable effort not
to invade the public’s privacy in the execution of UAS work. All federal, state, and local regulations
should be adhered to, and as required, the public should be notified before UAS operations.

Data oversight and auditing procedures will be conducted by The Commissioner or their designee
for the WCDES. Audits will be conducted once a year, or as necessary by request of the
Commissioner or their designee, or other authorized parties

The Department of Emergency Services will ensure data-sharing agreements or policies, data use
policies, and record management policies applicable to UAS conform to all applicable laws,
regulations, and policies

All data gathered will be reviewed for any inadvertent intrusion to privacy. If found, reasonable
efforts will be made to ensure that such information will be permanently masked or obscured within
the data files prior to the release of photos or video internally within the Department of Emergency
Services, other County agencies, or to the public. Information collected using UAS that may contain
P11 shall not be retained for more than 180 days unless retention of the information is determined to be
necessary to an authorized mission of the retaining agency

Information shall only be shared with authorization from the Commissioner or their designee to
authorized parties. During emergency incidents data shall be shared with authorized agencies by
request of the Incident Commander of the incident.

Any sUAS operated by the WCDES will be available by request to other agencies. Stipulations on
use include weather, the type of mission, and any safety or privacy concerns discerned by the Remote
Pilot in Command.

Reporting of the UAS will follow local, state and federal documentation requirements. This includes

Pilot licensing information and training, equipment maintenance reports, flight and mission data,
incident response data through the department’s incident reporting software, audits of video or still
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footage, and any other reporting as deemed necessary to the program. These reports will be collected
and reviewed by the Commissioner or their designee annually.

e The WCDES shall create an annual report of UAS operations, which will be made available to the
public. This report shall include a description of the types of missions flown, number of flights, and
the number of times the WCDES Drone Unit assists other agencies.

o Policies and procedures pertaining to the SUAS program will be reviewed by the Commissioner at a
minimum of every 3 years. Changes to any policies or procedures will follow the departments
policy of approval. Policies and procedures must conform to FAA guidelines, and the presidential
memorandum Promoting Economic Competitiveness While Safeguarding Privacy, Civil Rights, and
Civil Liberties, in Domestic Use of Unmanned Aircraft systems

o The public shall be informed of SUAS use whenever possible. Due to the nature of emergency
operations if this is not feasible to inform the public immediately the remote pilot in command will
exercise extra caution to provide privacy to the public as stated above.

o Except for those instances where safety or investigations could be jeopardized, and where reasonably
possible and practical, the public shall be notified in the area of the flight, either through the County
of Westchester website, social media outlets, or press releases

o Agencies shall only collect information using UAS, or use UAS-collected information, to the
extent that such collection or use is consistent with and relevant to an authorized purpose.
Authorized uses include, but are not limited to fires, hazardous material incidents, search and
rescue, fire department operations, homeland security, and infrastructure security.

12.2.Procedures for Citizen Complaints

Any complaint received during operation of the UAS will be addressed by the Remote Pilot in Command, or highest-
ranking department officer on scene. The DES Member receiving the complaint will exercise all possible remedies to
provide reasonable expectation of privacy and safety to the citizen. If the citizen is unsatisfied with the measures
taken by the RPIC/Department Officer, the member will instruct the citizen to contact the Director of Fire Services
via phone at 914-231-1851. The Director of Fire Services will follow department procedures for formal citizen
complaints.

Additionally, the citizen can fill out the department’s Complaint and Referral form found in the Appendix and can be
obtained at Westchester County Department of Emergency Services at: 4Dana Road Valhalla, NY
10595.

12.3 Safeguarding Privacy, Civil Rights and Civil Liberties

The agency shall only collect information using UAS/sUAS or use UAS/sUAS collected information to the
extent such collection or use is consistent with and relevant to an authorized purpose. UAS/sUAS collected
information that is not maintained in a system of records covered by the Privacy Act shall not be disseminated
unless dissemination is required by law or fulfills and authorized purpose and complies with agency
requirements. Information collected using UAS/sUAS that may contain personally identifiable information
shall not be retained for more than 180 days is determined to be necessary to an authorized mission or is
required to be retained for a longer period by any other applicable law or regulation.
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UAS-recorded data will not be collected, disseminated or retained solely for the purpose of monitoring activities
protected by the U.S. Constitution, such as the First Amendment’s protections of religion, speech, press, assembly,
and redress of grievances (e.g., protests, demonstrations)

Collection, use, dissemination, or retention of UAS/sUAS-recorded data should not be based solely on individual

characteristics (e.g., race, ethnicity, national origin, sexual orientation, gender identity, religion, age, or gender),
which is a violation of the law
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